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Abstract

Information warfare has emerged as one of the most significant non-traditional security
challenges confronting contemporary democracies, where state and non-state actors
increasingly employ disinformation campaigns, artificial intelligence, and digital influence
operations to manipulate public opinion, weaken institutional legitimacy, and undermine
democratic stability. This study examines the implications of information warfare for
democratic security from the perspective of strategic security governance, with particular
reference to Nigeria and other emerging African democracies. Adopting a qualitative research
design, the study relies on documentary analysis of secondary data drawn from peer-reviewed
literature, policy documents, government publications, and reports of international
organizations. The analysis is anchored on Securitization Theory and the Social Amplification
of Risk Framework (SARF), which together provide a basis for understanding the emergence,
amplification, and governance of contemporary information threats.

The findings demonstrate that information warfare has transformed the character of strategic
competition by making the information environment a critical domain of national security.
Advances in artificial intelligence, social media, and digital communication technologies have
significantly increased the scale, speed, and sophistication of coordinated influence operations,
while institutional fragmentation and inadequate governance continue to undermine
democratic resilience. The study further establishes that effective responses require integrated
governance involving intelligence institutions, cybersecurity agencies, strategic
communication, legal safeguards, democratic accountability, and public participation.

The principal contribution of the study is the development of the Strategic Information
Resilience Framework (SIRF), an integrated governance model that combines information
environment monitoring, threat detection, institutional coordination, strategic communication,
democratic safeguards, and continuous adaptive learning to strengthen resilience against
evolving information warfare. The framework provides both a conceptual contribution to
Security and Strategic Studies and a practical guide for policymakers seeking to safeguard
democratic institutions in the digital age.

Keywords: Information warfare; Disinformation campaigns; Democratic security; Strategic
security governance; Artificial intelligence; Strategic Information Resilience Framework
(SIRF); Nigeria.
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1. Introduction

The character of conflict in the twenty-first century has undergone profound transformation.
While conventional military threats remain significant, states increasingly confront non-
traditional security challenges that exploit information rather than physical force to influence
political behaviour, weaken institutions, and undermine national cohesion. The rapid expansion
of digital technologies, social media platforms, artificial intelligence, and global
communication networks has created an information environment in which influence
operations can be conducted across national borders with unprecedented speed, scale, and
precision. Consequently, information has emerged as a strategic domain of competition

alongside the traditional domains of land, sea, air, space, and cyberspace.

Information warfare has become one of the defining characteristics of contemporary strategic
competition. Unlike conventional warfare, which relies primarily on military force,
information warfare seeks to shape perceptions, influence decision-making, manipulate public
opinion, and weaken an adversary's political, economic, or social resilience through the
strategic use of information. State and non-state actors increasingly employ disinformation
campaigns, propaganda, cyber-enabled influence operations, deepfakes, coordinated online
manipulation, and algorithm-driven amplification to achieve strategic objectives without direct
military confrontation. These developments have blurred the distinction between peace and

conflict, making information itself an instrument of national power.

The growing sophistication of artificial intelligence has further transformed the information
environment. Al-enabled technologies now facilitate the automated generation of persuasive
content, realistic synthetic media, personalized propaganda, and large-scale influence
operations capable of exploiting societal divisions and manipulating public discourse. At the
same time, digital platforms have accelerated the dissemination of false or misleading
information through algorithmic recommendation systems, online echo chambers, coordinated

bot networks, and anonymous communication channels. The convergence of Al and digital
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media has therefore expanded both the opportunities and vulnerabilities associated with

contemporary information ecosystems.

These developments have profound implications for democratic governance. Democratic
societies depend upon informed public participation, credible institutions, electoral integrity,
and public trust. Persistent disinformation campaigns can erode confidence in public
institutions, intensify political polarization, distort electoral processes, incite violence, and
undermine social cohesion. Consequently, democratic security increasingly depends not only
on protecting territorial sovereignty but also on safeguarding the integrity, credibility, and

resilience of the national information environment.

Nigeria exemplifies many of these emerging challenges. As Africa’s largest democracy and one
of its most digitally connected societies, Nigeria has experienced the growing influence of
online misinformation, election-related disinformation, extremist propaganda, cyber-enabled
influence operations, and digitally amplified ethno-religious tensions. These developments
pose significant challenges for national security institutions, electoral management bodies,
media regulators, and policymakers seeking to balance democratic freedoms with effective

responses to information threats.

Although information warfare has attracted increasing scholarly attention, much of the existing
literature examines cyber operations, misinformation, propaganda, artificial intelligence, or
democratic resilience as separate areas of inquiry. Comparatively limited attention has been
devoted to integrating these dimensions within a comprehensive strategic security governance
framework capable of strengthening national resilience against coordinated information
threats. This study addresses that gap by conceptualizing information warfare as a strategic
security challenge and proposing the Strategic Information Resilience Framework (SIRF)
as an integrated governance model for enhancing democratic resilience, institutional

coordination, and adaptive responses to information warfare in emerging African democracies.
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1.2 Justification of the Study

The increasing use of information as an instrument of strategic competition has fundamentally
altered the contemporary security environment. Advances in digital communication, artificial
intelligence, social media, and data analytics have enabled state and non-state actors to conduct
sophisticated influence operations capable of shaping public opinion, disrupting democratic
processes, and undermining institutional legitimacy without resorting to conventional military
force. These developments have elevated information warfare from a communication concern

to a strategic national security issue.

Despite growing awareness of these threats, policy responses in many developing democracies
remain fragmented. EXisting approaches frequently separate cybersecurity, media regulation,
electoral integrity, strategic communication, and national security into distinct policy domains,
limiting governments' ability to respond effectively to coordinated disinformation campaigns.
As a result, many states remain vulnerable to information manipulation that exploits

institutional weaknesses, social divisions, and rapidly evolving digital technologies.

This study is therefore timely because it examines information warfare through the broader
perspective of strategic security governance rather than media or communication studies alone.
It integrates insights from Security and Strategic Studies to develop the Strategic Information
Resilience Framework (SIRF) as a governance-oriented model for strengthening democratic
resilience, institutional coordination, and adaptive responses to information threats. The study
is particularly relevant to Nigeria and other emerging African democracies seeking to safeguard
democratic institutions while preserving constitutional freedoms in an increasingly contested

information environment.

1.3 Statement of the Research Problem

Information warfare has emerged as one of the most significant non-traditional security
challenges confronting contemporary democracies. Through coordinated disinformation

campaigns, digital propaganda, cyber-enabled influence operations, and Al-generated
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synthetic media, both state and non-state actors increasingly seek to manipulate public
discourse, weaken institutional credibility, influence electoral outcomes, and erode public trust.
While the technological dimensions of these threats continue to evolve rapidly, institutional

responses have generally struggled to keep pace.

Existing scholarship has made significant contributions to understanding misinformation,
cyber operations, strategic communication, artificial intelligence, and democratic resilience.
However, these subjects are often examined independently, resulting in fragmented
explanations of a problem that is inherently multidimensional. Comparatively limited attention
has been devoted to developing an integrated governance framework capable of linking
information  security, institutional coordination, democratic resilience, strategic

communication, and national security policy.

This limitation is particularly significant for emerging African democracies such as Nigeria,
where digital transformation has expanded opportunities for democratic participation while
simultaneously increasing exposure to disinformation, political manipulation, online
extremism, and foreign influence operations. These developments raise important questions
regarding how governments can strengthen information resilience without undermining

democratic freedoms and constitutional rights.

This study addresses this gap by conceptualizing information warfare as a strategic governance
challenge and proposing the Strategic Information Resilience Framework (SIRF) as a
comprehensive model for strengthening institutional resilience, democratic security, and

coordinated responses to emerging information threats.

1.4 Objectives of the Study

The broad objective of this study is to examine the implications of information warfare for

democratic security and strategic security governance.

The specific objectives are to:

44


https://jsmpa.com.ng/

© Journal of Security Management, Policy & Administration, Nigerian Defence Academy,
Kaduna. Vol. 3, No. 3, 2026 ISSN: 2971-7973
Available on https://jsmpa.com.ng. MUNIRA Abduljamal Shammiil

1. examine the relationship between information warfare and contemporary strategic security
governance;

2. analyse the impact of disinformation campaigns on democratic institutions and national
security;

3. evaluate the role of artificial intelligence and digital platforms in contemporary influence
operations;

4. assess Nigeria's institutional preparedness for countering information warfare; and

5. propose the Strategic Information Resilience Framework (SIRF) as an integrated model

for strengthening democratic resilience and national security governance.

1.5 Contribution to Knowledge

This study contributes to contemporary Security and Strategic Studies by advancing a
governance-centred understanding of information warfare beyond its conventional treatment
as a media or communication challenge. Rather than examining disinformation, artificial
intelligence, cyber operations, or strategic communication in isolation, the study integrates

these dimensions within a unified strategic security governance perspective.

Its principal contribution is the development of the Strategic Information Resilience
Framework (SIRF), which integrates information monitoring, threat detection, institutional
coordination, strategic communication, democratic safeguards, and continuous institutional
adaptation into a comprehensive framework for strengthening democratic resilience against
information warfare. The framework provides both a conceptual foundation for future research
and practical guidance for policymakers seeking to protect democratic institutions in the digital

age.

1.6 Conceptual Review
Information Warfare

Information warfare refers to the deliberate use of information and communication strategies
to influence perceptions, shape public opinion, manipulate decision-making, and achieve
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political or strategic objectives. Unlike conventional warfare, which relies primarily on military
force, information warfare exploits digital technologies, communication networks, media
platforms, cyber capabilities, and psychological operations to weaken an adversary's social

cohesion, institutional credibility, and national resilience.

Contemporary information warfare extends beyond traditional propaganda to include
disinformation campaigns, cyber-enabled influence operations, artificial intelligence-
generated content, coordinated online manipulation, and algorithmic amplification of
misleading narratives. These activities are designed not only to distort public discourse but also
to influence elections, intensify social divisions, undermine trust in public institutions, and

weaken democratic governance.

For the purpose of this study, information warfare is conceptualized as a strategic security
challenge in which information becomes an instrument of national power. It is examined as a
governance issue requiring coordinated responses involving intelligence agencies,
cybersecurity institutions, electoral bodies, media regulators, and democratic institutions to

strengthen national information resilience.

Disinformation Campaigns

Disinformation campaigns refer to the deliberate creation, manipulation, and dissemination of
false or misleading information intended to deceive targeted audiences and influence political,
social, economic, or security outcomes. Unlike misinformation, which may be shared without
malicious intent, disinformation is intentionally designed to manipulate public perception,

weaken institutional legitimacy, and advance strategic objectives.

The emergence of social media, artificial intelligence, automated bot networks, and algorithm-
driven content distribution has significantly increased the speed, scale, and sophistication of
disinformation campaigns. These operations frequently exploit existing political, ethnic,
religious, or socioeconomic divisions, thereby amplifying polarization and reducing public

confidence in democratic institutions.
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Within this study, disinformation campaigns are understood as strategic influence operations
capable of undermining democratic stability and national security. They therefore require
integrated responses combining intelligence gathering, strategic communication, digital
literacy, legal regulation, cybersecurity, and institutional collaboration to strengthen

democratic resilience.

Democratic Security

Democratic security refers to the protection of democratic institutions, constitutional
governance, electoral integrity, public trust, and fundamental freedoms against internal and
external threats. It extends beyond territorial defence by emphasizing the resilience of
democratic systems against political manipulation, information warfare, cyber-enabled

influence operations, and coordinated disinformation campaigns.

For this study, democratic security is viewed as an essential component of national security. It
requires governments to balance effective responses to information threats with the protection
of constitutional rights, freedom of expression, transparency, and democratic accountability.
This governance perspective provides the foundation for the proposed Strategic Information
Resilience Framework (SIRF).

1.7 Critical Review of Literature

Information warfare has emerged as one of the most dynamic areas of contemporary Security
and Strategic Studies as states increasingly confront threats that target public perception,
institutional legitimacy, and democratic stability rather than territorial sovereignty alone.
Existing scholarship demonstrates broad agreement that digital technologies, artificial
intelligence, and global communication networks have fundamentally transformed the nature
of strategic competition. Nevertheless, important debates remain regarding the governance of

information threats and the institutional capacity required to strengthen democratic resilience.
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Information Warfare as a Strategic Instrument of Statecraft

A dominant strand of literature conceptualizes information warfare as an instrument of strategic
influence through which state and non-state actors seek to shape political behaviour, influence
decision-making, and achieve strategic objectives without direct military confrontation.
Contemporary studies emphasize that information warfare now extends beyond traditional
propaganda to include cyber-enabled influence operations, strategic communication,
psychological operations, and coordinated digital campaigns capable of affecting national

security and international relations.

Disinformation Campaigns and Democratic Resilience

A second body of scholarship examines the impact of disinformation on democratic
governance. Existing studies demonstrate that coordinated disinformation campaigns
contribute to political polarization, declining institutional trust, electoral manipulation, social
fragmentation, and the spread of extremist narratives. These studies argue that democratic
resilience depends not only on technological safeguards but also on institutional credibility,
media literacy, transparent governance, and effective strategic communication capable of

countering information manipulation while preserving democratic freedoms.

Artificial Intelligence and Cognitive Information Warfare

Recent scholarship increasingly highlights the transformative role of Artificial Intelligence in
contemporary information warfare. Machine learning, generative Al, deepfakes, automated bot
networks, algorithmic amplification, and personalized influence campaigns have significantly
increased the sophistication, scale, and speed of information operations. While these
technologies present opportunities for improving threat detection and strategic communication,
they also create new governance challenges relating to misinformation, public trust,

accountability, and democratic oversight.
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Research Gap

Although existing literature has substantially advanced understanding of information warfare,
disinformation, artificial intelligence, and democratic resilience, these subjects are frequently
examined as separate areas of inquiry. Comparatively limited attention has been devoted to
integrating information monitoring, threat detection, institutional coordination, strategic
communication, democratic safeguards, and adaptive governance within a unified strategic
security framework. This study addresses that gap by proposing the Strategic Information
Resilience Framework (SIRF) as a governance-oriented model for strengthening democratic

security and institutional resilience against contemporary information warfare.

1.8 Theoretical Framework

This study is anchored on Securitization Theory and the Social Amplification of Risk
Framework (SARF). Together, these theories provide a comprehensive analytical basis for
understanding how information warfare evolves into a national security concern and how
governments can strengthen institutional resilience against coordinated disinformation
campaigns. While SARF explains the processes through which information threats are
amplified across society, Securitization Theory explains how political institutions identify and

respond to those threats through strategic governance.

Securitization Theory

Securitization Theory, developed by the Copenhagen School and principally associated with
Barry Buzan, Ole Waver, and Jaap de Wilde, argues that issues become security threats when
they are presented as existential challenges requiring extraordinary political or institutional
responses. Rather than viewing security as an objective condition, the theory emphasizes that
security threats are socially constructed through political discourse, institutional framing, and

public acceptance.

Within the context of information warfare, Securitization Theory explains how disinformation
campaigns, election interference, cyber-enabled influence operations, and Al-generated
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manipulation increasingly become matters of national security. It provides an analytical basis
for understanding why governments adopt strategic communication policies, electoral
protection measures, cybersecurity regulations, and coordinated information governance to

safeguard democratic institutions and national stability.

Social Amplification of Risk Framework (SARF)

The Social Amplification of Risk Framework explains how information processes, media
systems, institutions, and social interactions influence public perceptions of risk. According to
the framework, information may be amplified or attenuated as it passes through communication
channels, resulting in behavioural, political, and institutional consequences that extend beyond

the original event.

This perspective is particularly relevant to contemporary information warfare, where social
media platforms, artificial intelligence, digital influencers, and automated communication
networks rapidly magnify disinformation, conspiracy narratives, and extremist messaging.
SARF therefore provides insight into how coordinated information operations generate
widespread societal effects capable of influencing elections, weakening institutional
legitimacy, intensifying political polarization, and undermining democratic resilience.

1.9 Methodology of the Study

This study adopts a qualitative research design to examine information warfare, disinformation
campaigns, and democratic security within the broader context of strategic security
governance. A qualitative approach is considered appropriate because the study seeks to
analyse complex political, institutional, and technological phenomena that cannot be
adequately explained through quantitative methods alone. It provides a suitable basis for
examining how information threats evolve, how they affect democratic institutions, and how

governments can strengthen national resilience through coordinated governance mechanisms.
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Data were collected through the documentary method, relying exclusively on secondary
sources. These include peer-reviewed journal articles, books, government publications, policy
documents, reports of international organizations, think-tank publications, and official reports
relating to information warfare, cybersecurity, democratic governance, strategic
communication, and national security. Particular attention was given to publications from
organizations such as the United Nations (UN), the North Atlantic Treaty Organization
(NATO), the African Union (AU), the European Union (EU), and other institutions concerned

with information security, digital governance, and democratic resilience.

The study employs the descriptive-analytical method of data analysis. The descriptive
component examines the evolution of information warfare and contemporary disinformation
campaigns, while the analytical component evaluates their implications for democratic
governance, national security, institutional resilience, and strategic decision-making. Analysis
is guided by Securitization Theory and the Social Amplification of Risk Framework (SARF),
which together provide complementary perspectives for understanding the emergence,

amplification, and governance of information threats.

Although the study relies solely on secondary data, the use of diverse and authoritative sources
strengthens the credibility of the findings and provides a sound basis for the proposed Strategic

Information Resilience Framework (SIRF).

1.10 Summary of Findings

1. The study demonstrates that information warfare has fundamentally transformed the
nature of contemporary conflict, shifting strategic competition from predominantly
kinetic engagements to sustained contests within the information environment.
Contemporary state and non-state actors increasingly employ coordinated information
operations, combining cyber capabilities, artificial intelligence (Al), strategic
communication, psychological operations, and social media to shape public perception,

influence political behaviour, undermine institutional legitimacy, and weaken

51


https://jsmpa.com.ng/

© Journal of Security Management, Policy & Administration, Nigerian Defence Academy,
Kaduna. Vol. 3, No. 3, 2026 ISSN: 2971-7973
Available on https://jsmpa.com.ng. MUNIRA Abduljamal Shammiil

democratic resilience. These developments confirm that information has become a
strategic domain of national security, where information superiority is increasingly as

critical as territorial control.

2. The findings further reveal that disinformation campaigns constitute one of the most
significant threats to democratic governance. Coordinated and Al-enhanced
disinformation exploits existing political, ethnic, religious, and ideological divisions,
eroding public trust in government institutions, electoral systems, the judiciary, security
agencies, and the media. The integration of automated networks, targeted messaging,
behavioural analytics, and algorithmic amplification enables hostile actors to
manipulate public discourse at unprecedented speed and scale, particularly during

elections, security crises, and national emergencies.

3. The study also establishes that social media platforms have evolved into strategic
infrastructures for influence operations. Platform algorithms, coordinated online
networks, and targeted digital campaigns facilitate the rapid dissemination of
misleading narratives, intensify societal polarization, and shape political behaviour
across diverse demographic groups. While these platforms enhance civic participation
and information accessibility, they simultaneously increase the vulnerability of
democratic societies to coordinated information manipulation, thereby requiring
stronger institutional oversight and balanced governance mechanisms.

4. Using Nigeria as a strategic case study, the findings show that emerging democracies
are particularly susceptible to information warfare due to institutional fragmentation,
limited digital literacy, inconsistent strategic communication, and the rapid expansion
of digital media. Nevertheless, the study identifies significant opportunities for

strengthening democratic resilience through enhanced inter-agency collaboration, Al-
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enabled monitoring systems, media literacy initiatives, intelligence-led analysis, and
integrated national information security strategies involving institutions such as INEC,
NITDA, NOA, ONSA, and other relevant stakeholders.

5. Finally, the study concludes that sustainable democratic resilience requires a
comprehensive governance approach rather than isolated technological or regulatory
interventions. Effective responses depend on coordinated institutional action, strategic
communication, intelligence integration, cybersecurity, digital literacy, ethical
technology governance, and active collaboration among government, civil society,
academia, the private sector, and international partners. In response to these findings,
the study proposes the Strategic Information Resilience Framework (SIRF) as an
integrated governance model comprising six mutually reinforcing pillars designed to
strengthen democratic resilience against evolving information threats while preserving

constitutional freedoms, public trust, and democratic legitimacy.

1.11 CONCLUSION AND POLICY IMPLICATIONS

This study examined the implications of information warfare and disinformation campaigns
for democratic security within the broader context of strategic security governance. The
findings demonstrate that contemporary conflict has expanded beyond conventional military
confrontation to include persistent competition within the information domain, where public
perception, institutional credibility, and societal trust have become strategic targets. Advances
in artificial intelligence, digital communication, and social media have significantly enhanced
the scale, speed, and sophistication of information warfare, enabling both state and non-state
actors to influence political behaviour, manipulate public discourse, and weaken democratic

resilience without resorting to direct military force.

Drawing on Securitization Theory and the Social Amplification of Risk Framework, the study

argues that information warfare should be understood as a multidimensional governance
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challenge rather than merely a technological or communication problem. While digital
technologies facilitate the rapid dissemination of disinformation, the strategic consequences
arise primarily from institutional vulnerabilities, fragmented governance structures, declining
public trust, and inadequate coordination among state institutions. Consequently, effective
responses require an integrated governance approach that combines intelligence, cybersecurity,

strategic communication, democratic accountability, and societal resilience.

The Nigerian experience reinforces this conclusion. As one of Africa's largest democracies and
a leading regional power, Nigeria illustrates both the opportunities and vulnerabilities
associated with the digital information environment. The increasing use of coordinated online
manipulation during elections, security crises, communal conflicts, and national emergencies
demonstrates that information warfare has become a significant dimension of contemporary
national security. At the same time, the country's existing institutional architecture—including
security agencies, electoral management bodies, digital governance institutions, and strategic
communication platforms—provides a foundation upon which a more coordinated information
resilience strategy can be developed. Strengthening collaboration among these institutions,
while investing in digital literacy, indigenous technological innovation, and responsible Al

governance, will significantly improve national preparedness for future information threats.

A major contribution of this study is the development of the Strategic Information Resilience
Framework (SIRF). Unlike conventional approaches that emphasize misinformation
management or cybersecurity in isolation, SIRF integrates information environment
monitoring, threat detection, institutional coordination, strategic communication, democratic
safeguards, and continuous organizational learning within a unified governance framework. By
positioning resilience at the centre of national information security, the framework bridges the
gap between technological capability and strategic governance, offering both a conceptual
model for future research and a practical guide for policymakers seeking to strengthen

democratic security.
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The policy implications of the study are significant. Governments should mainstream
information resilience within national security strategies by developing integrated mechanisms
for monitoring information environments, detecting coordinated influence operations, and
improving inter-agency collaboration. Investment in artificial intelligence for early warning,
strategic communication, and threat analysis should be accompanied by robust legal
frameworks, ethical standards, and transparent oversight mechanisms that protect
constitutional rights and democratic freedoms. Equal priority should be given to strengthening
digital literacy, supporting independent and professional journalism, encouraging responsible
technology governance, and fostering collaboration among government institutions, academia,
civil society, and technology companies. Given the transnational nature of information warfare,
regional organizations such as ECOWAS and the African Union should also strengthen
cooperation on intelligence sharing, digital governance, and coordinated responses to cross-

border disinformation campaigns.

Ultimately, the study concludes that democratic security in the twenty-first century depends
not only on defending territorial borders but also on protecting the integrity of the national
information environment. States that fail to build resilient information ecosystems risk strategic
manipulation, declining public trust, institutional instability, and weakened democratic
governance. Conversely, those that successfully integrate technological innovation with
accountable governance, institutional coordination, and informed citizen participation will be
better positioned to withstand emerging information threats. Through the Strategic Information
Resilience Framework, this study offers a governance-centred approach for strengthening
democratic resilience and advancing the study and practice of information security within

contemporary Security and Strategic Studies.

55


https://jsmpa.com.ng/

© Journal of Security Management, Policy & Administration, Nigerian Defence Academy,
Kaduna. Vol. 3, No. 3, 2026 ISSN: 2971-7973
Available on https://jsmpa.com.ng. MUNIRA Abduljamal Shammiil

REFERENCES

Allcott, H., & Gentzkow, M. (2017). Social media and fake news in the 2016 election. Journal
of Economic Perspectives, 31(2), 211-236.

Barry, E., & Howard, P. N. (2021). Disinformation, computational propaganda, and democratic

resilience. International Journal of Press/Politics, 26(3), 563-582.
Beck, U. (1992). Risk society: Towards a new modernity. Sage.

Bennett, W. L., & Livingston, S. (2018). The disinformation order: Disruptive communication
and the decline of democratic institutions. European Journal of Communication, 33(2), 122—
139.

Buzan, B., Weever, O., & de Wilde, J. (1998). Security: A new framework for analysis. Lynne

Rienner.
Castells, M. (2010). The rise of the network society (2nd ed.). Wiley-Blackwell.

Council of Europe. (2018). Information disorder: Toward an interdisciplinary framework for
research and policy making. Council of Europe Publishing.

European Commission. (2022). Strengthened Code of Practice on Disinformation. European

Commission.
European Union. (2024). Artificial Intelligence Act. Official Journal of the European Union.

Floridi, L. (2014). The fourth revolution: How the infosphere is reshaping human reality.

Oxford University Press.

Howard, P. N. (2020). Lie machines: How to save democracy from troll armies, deceitful

robots, junk news operations, and political operatives. Yale University Press.

56


https://jsmpa.com.ng/

© Journal of Security Management, Policy & Administration, Nigerian Defence Academy,
Kaduna. Vol. 3, No. 3, 2026 ISSN: 2971-7973
Available on https://jsmpa.com.ng. MUNIRA Abduljamal Shammiil

International Institute for Democracy and Electoral Assistance. (2023). Digital campaigns,

elections and information integrity. IDEA.

Kaplan, A. M., & Haenlein, M. (2020). Rulers of the world, unite! The challenges and

opportunities of artificial intelligence. Business Horizons, 63(1), 37-50.
Kello, L. (2017). The virtual weapon and international order. Yale University Press.

National Information Technology Development Agency. (2023). National Artificial

Intelligence Strategy. Federal Government of Nigeria.

North Atlantic Treaty Organization. (2021). NATO cognitive warfare concept. NATO

Innovation Hub.

North Atlantic Treaty Organization. (2023). Strategic Communications Centre of Excellence
Report. NATO.

Nye, J. S. (2004). Soft power: The means to success in world politics. PublicAffairs.
OECD. (2019). OECD Principles on Artificial Intelligence. OECD Publishing.

Office of the National Security Adviser. (2021). National Cybersecurity Policy and Strategy.

Federal Government of Nigeria.

Pamment, J. (2021). The EU's role in fighting disinformation. European External Action

Service.

Rid, T. (2020). Active measures: The secret history of disinformation and political warfare.

Farrar, Straus and Giroux.

Sunstein, C. R. (2018). #Republic: Divided democracy in the age of social media. Princeton

University Press.

57


https://jsmpa.com.ng/

© Journal of Security Management, Policy & Administration, Nigerian Defence Academy,
Kaduna. Vol. 3, No. 3, 2026 ISSN: 2971-7973
Available on https://jsmpa.com.ng. MUNIRA Abduljamal Shammiil

Taddeo, M., & Floridi, L. (2018). Regulate artificial intelligence to avert cyber arms race.
Nature, 556(7701), 296-298.

United Nations. (2021). Our Common Agenda. United Nations.

United Nations Educational, Scientific and Cultural Organization. (2021). Recommendation on
the Ethics of Artificial Intelligence. UNESCO.

United Nations Development Programme. (2022). Human Development Report 2021/2022.
UNDP.

United Nations Office on Drugs and Crime. (2023). Global Study on Cybercrime. UNODC.

United Nations Office of Counter-Terrorism. (2022). Countering terrorist narratives online.

United Nations.

United Nations. (2023). Policy Brief: Information Integrity on Digital Platforms. United

Nations.

Wardle, C., & Derakhshan, H. (2017). Information disorder: Toward an interdisciplinary

framework for research and policymaking. Council of Europe.
World Economic Forum. (2024). Global Risks Report 2024. World Economic Forum.
World Bank. (2023). Digital Development Overview. World Bank.

Zuboff, S. (2019). The age of surveillance capitalism. PublicAffairs.

58


https://jsmpa.com.ng/

