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Abstract

Serious concerns have been raised about the effectiveness of intelligence institutions and
national security mechanisms because insecurity in Nigeria continues to increase. The country
has experienced insurgency, terrorism, Kidnapping, cybercrime, armed robbery, armed
banditry, and other organized criminal activities in recent years. These threats have weakened
political stability, endangered public safety, and slowed economic growth. To confront these
challenges, intelligence agencies, especially the Nigerian Defence Intelligence Agency (DIA),
now perform strategic duties in surveillance, intelligence gathering, military coordination, and
defence operations. This study examines how the Defence Intelligence Agency contributes to
national security management in Nigeria. A qualitative research method was adopted for the
study, while data were obtained mainly from textbooks, journal articles, official reports, and
government publications. Findings from the study show that the agency has contributed
significantly to strategic defence planning, military intelligence, and counterterrorism
operations. However, inadequate funding, outdated technological infrastructure, corruption,
political interference, and weak inter-agency cooperation continue to reduce its operational
efficiency. The study concludes that Nigeria’s national security system can be strengthened
through effective intelligence coordination, institutional reforms, and improved technological
capacity. It further recommends greater investment in intelligence infrastructure, continuous
training of personnel, and stronger cooperation among security agencies.
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1. Introduction

Protecting national sovereignty and territorial integrity remains one of the major
responsibilities of every sovereign state. No society can achieve sustainable development in an
atmosphere of violence and insecurity. Political stability, economic growth, and social
harmony therefore depend largely on effective national security management. In Nigeria, the
security situation has become increasingly complicated because of terrorism, insurgency,
kidnapping, cybercrime, communal violence, armed banditry, and transnational organized
crime. Public safety has been undermined by these security threats. Economic activities have
also been weakened, while fear and uncertainty continue to spread across different parts of the
country. The increasing sophistication of criminal and insurgent groups has shown that military
force alone cannot effectively address modern security threats. Modern security management
now relies heavily on intelligence gathering, strategic surveillance, and coordinated

information sharing among security agencies (Ubah, 2013).

The activities of Boko Haram in North-Eastern Nigeria and the growing operations of armed
bandits in Northern Nigeria have further exposed the importance of intelligence operations in
national security administration (Onuoha, 2014). Additionally, the rise of armed banditry and
kidnapping in states such as Zamfara, Katsina, Kaduna, Niger, and Sokoto has created
additional pressure on Nigeria’s security architecture. Security agencies perform important
responsibilities in identifying threats, monitoring criminal activities, and supporting military
operations through timely information and strategic analysis. The increasing complexity of
these security threats has shown that military force alone cannot effectively address
contemporary security challenges. Modern security management now depends heavily on

intelligence gathering, surveillance, strategic planning, information analysis, and inter-agency
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cooperation. Intelligence agencies therefore play critical roles in identifying threats, monitoring
criminal activities, preventing attacks, and supporting military operations aimed at maintaining

national security.

Intelligence operations are important because they provide governments with strategic
information necessary for policy formulation and security decision-making. Effective
intelligence gathering allows security institutions to detect threats before they occur, while
intelligence failure often results in security breakdowns and ineffective response mechanisms.
According to Herman (2001), intelligence is essential for reducing uncertainty in national
security decision-making because it provides timely and accurate information regarding threats
and risks facing the state. To strengthen national defence, the Nigerian Defence Intelligence
Agency was established to provide military intelligence and strategic information needed to
protect the country from both internal and external threats. Intelligence collection,
counterintelligence, strategic analysis, surveillance, and operational support for the armed
forces are among the major functions performed by the agency (Adeniyi, 2015). Over the years,
the DIA has contributed significantly to Nigeria’s efforts at combating terrorism, insurgency,
organized crime, and other forms of insecurity. Through intelligence gathering, surveillance
operations, counterintelligence activities, and strategic analysis, the agency assists the Nigerian
Armed Forces and other security agencies in responding to national security threats. However,
despite these contributions, concerns have continued to emerge regarding the effectiveness of
intelligence operations in Nigeria due to issues such as inadequate funding, corruption, poor
technological infrastructure, political interference, and weak inter-agency cooperation
(Ogbeidi, 2012). The persistence of insecurity in Nigeria has therefore raised important

questions concerning the capacity of intelligence institutions to respond effectively to
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contemporary security threats. It has also increased public interest in understanding the role of
intelligence agencies within Nigeria’s national security framework. This study therefore
examines the contributions of the Nigerian Defence Intelligence Agency to national security
management in Nigeria. The article also explores the major security challenges facing the
country, evaluates the operational challenges confronting the DIA, and recommends measures

for improving intelligence operations and national security management in Nigeria.

1.1  Conceptual Clarifications

i Defence Intelligence

Defence intelligence is the systematic process through which information relating to military
activities, security threats, and national defence is collected, analyzed, and interpreted for
strategic decision-making. Information is obtained through intelligence networks, surveillance
systems, reconnaissance operations, and strategic monitoring. Military authorities and security
institutions rely on such information to protect national interests. Defence intelligence activities
include surveillance, reconnaissance, counterintelligence, cyber intelligence, satellite
monitoring, communication interception, and undercover operations. Intelligence agencies
make use of human intelligence, signal intelligence, imagery intelligence, and digital
intelligence systems to gather information about potential threats and hostile activities. In
modern security management, defence intelligence plays a critical role because governments
can identify and neutralize threats before they develop into major crises. Military planning,
counterterrorism operations, and national defence policies are also supported by intelligence

activities.
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National Security

National security refers to the protection of a country’s territorial integrity, political
institutions, citizens, and economic interests against internal and external threats. Different
measures such as military, political, diplomatic, economic, and intelligence strategies are
usually applied to guarantee the survival and stability of the state. National security is not
limited to military defence alone. It also includes cyber security, food security, economic
security, human security, and environmental protection. Peace, stability, and effective security
management are necessary for sustainable national development. Traditionally, national
security was viewed mainly from a military perspective, focusing on territorial defence and
protection against foreign invasion. However, contemporary understanding of national security
has expanded beyond military defence to include economic security, political security,
environmental security, food security, cybersecurity, and human security (Buzan, 1991).
National security is important because insecurity negatively affects development, governance,
investment, and social stability. A country experiencing persistent insecurity may face
economic decline, political instability, humanitarian crises, and weakening of state institutions.
According to Nwolise (2006), national security involves not only protecting the state but also

ensuring the welfare and safety of citizens.

iii. Intelligence Gathering

Intelligence gathering involves the organized collection of information from different sources
for strategic and security purposes. Surveillance technologies, reconnaissance missions, digital
communication monitoring, informants, and open-source intelligence are major sources

through which information can be obtained. Security agencies use intelligence information to
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prevent criminal activities, combat terrorism, and respond quickly to emerging threats. Weak
intelligence systems often lead to ineffective military operations and security failures.
Information used in intelligence operations may come from different sources including
surveillance systems, informants, reconnaissance missions, intercepted communications,
satellite imagery, social media monitoring, and undercover investigations. Effective
intelligence gathering enables security agencies to detect criminal networks, monitor terrorist
activities, and support military operations. Poor intelligence gathering, on the other hand, often

leads to intelligence failure, delayed response to threats, and ineffective security operations.

1.3 Theoretical Framework

Systems Theory

This work adopts systems theory as its theoretical framework. The theory views society and
government institutions as interconnected structures that function together to maintain order
and stability. According to the theory, the failure of one institution can negatively influence the
performance of other institutions within the system. According to the theory, every institution
within a system performs specific functions that contribute to the survival and effectiveness of
the entire structure. Systems theory is relevant to national security because security
management involves the interaction of multiple institutions such as intelligence agencies, the
military, the police, immigration services, customs authorities, and the judiciary. Effective
national security management therefore depends on cooperation, coordination,
communication, and information sharing among these institutions. The theory explains that
intelligence agencies cannot operate effectively in isolation. For example, intelligence gathered

by the DIA may require collaboration with the Nigerian Armed Forces, the police, or the
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Department of State Services before security threats can be addressed successfully. Where
there is poor communication or inter-agency rivalry, the entire national security system
becomes weak and ineffective. Systems theory also emphasizes the importance of feedback
mechanisms in organizational performance. Intelligence agencies rely on information sharing
and continuous assessment of security situations to improve decision-making and operational
effectiveness. Weak feedback systems can lead to intelligence failure and poor security

outcomes.

The relevance of the theory to this study lies in its explanation of how institutional coordination
affects national security management in Nigeria. Challenges such as poor intelligence sharing,
weak inter-agency cooperation, corruption, and bureaucratic rivalry can weaken the
effectiveness of intelligence operations and undermine national security objectives. The theory
therefore provides a useful framework for understanding the role of the Defence Intelligence
Agency within Nigeria’s broader security architecture and the importance of institutional

collaboration in addressing contemporary security threats.

1.4.  Contemporary Security Challenges in Nigeria

Nigeria has continued to experience several security challenges that threaten national peace,
political stability, economic growth, and social development. The increasing nature of these
threats has placed enormous pressure on security institutions and intelligence agencies
responsible for protecting the country. Over the years, insecurity has evolved from
conventional crimes such as armed robbery to more organized and sophisticated threats
including terrorism, insurgency, cybercrime, banditry, kidnapping, and transnational criminal

activities. These challenges have not only affected the safety of citizens but have also weakened
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investor confidence, disrupted economic activities, and reduced public trust in government

institutions.

I Terrorism and Insurgency

Terrorism and insurgency remain among the most serious security challenges confronting
Nigeria. Boko Haram activities in the North-Eastern region have become a major threat to
national stability. Although the group emerged in the early 2000s, its activities intensified after
2009 following confrontations with Nigerian security forces. Boko Haram has carried out bomb
explosions, kidnappings, suicide attacks, assaults on military formations, and destruction of
public infrastructure (Onuoha, 2014). Thousands of civilians and security personnel have lost
their lives because of the insurgency. Millions of people have also been displaced from their
communities. Schools, hospitals, markets, and religious centres in affected areas have been
destroyed. Global attention was attracted in 2014 after the abduction of schoolgirls from

Chibok, which further exposed the severity of insecurity in Nigeria (Ubah, 2013).

In recent years, the emergence of other extremist groups linked to international terrorist
networks has increased concerns regarding regional security and intelligence operations.
Terrorism has therefore remained a major threat to Nigeria’s national security and territorial

integrity.

ii. Banditry and Kidnapping

Banditry and kidnapping have also become major security threats in Nigeria, particularly in
states such as Kaduna, Katsina, Zamfara, Niger, and Sokoto. Villages, highways, schools, and
rural communities are frequently attacked by armed groups demanding ransom payments from

victims and their families. Over time, kidnapping has developed into a highly organized
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criminal enterprise involving heavily armed groups operating across different regions.
Repeated attacks by bandits have forced many rural communities to abandon their homes.
Agricultural production has also declined because many farmers can no longer cultivate their
farmlands safely. According to Okoli and Lortyer (2014), the growing rate of kidnapping and
rural violence in Nigeria reflects the weakness of security institutions and poor intelligence
coordination. The persistence of banditry has also demonstrated the need for improved

intelligence gathering and surveillance systems.

iil. Farmer-Herder Conflicts

Farmer-herder conflicts represent another serious security challenge in Nigeria. Competition
over grazing routes, land, and water resources between nomadic herders and farming
communities is largely responsible for these conflicts. Lives and properties have been
destroyed in many affected communities. Ethnic and religious tensions have also increased
across several states in the Middle Belt region. Climate change and desertification have
intensified the migration of herders into farming communities, thereby increasing violent
confrontations (Adisa & Adekunle, 2010). The frequency of these conflicts has further
complicated Nigeria’s security situation and created additional responsibilities for intelligence

and security agencies.

iv. Cybercrime and Cybersecurity Threats

The growth of internet usage and digital technology has equally increased cyber-related crimes
in Nigeria. Cybercrime includes hacking, cyber espionage, internet fraud, identity theft, and
online financial crimes. Nigeria has gained international attention because of online fraud
schemes commonly referred to as “Yahoo Yahoo.” Beyond financial losses, cyber threats pose

333


https://jsmpa.com.ng/

© Journal of Security Management, Policy & Administration, Nigerian Defence Academy,
Kaduna. Vol. 3, No. 1, 2026 ISSN: 2971-7973
Available on https://jsmpa.com.ng. Muhammad Bello Umar

serious risks to national security because sensitive government information and security
databases can be targeted by hackers and hostile actors. The increasing use of digital
communication by terrorist and criminal groups has further highlighted the importance of cyber

intelligence and technological surveillance in modern security management.

V. Oil Theft and Pipeline Vandalism

Economic and environmental securities in Nigeria are also threatened by oil theft and pipeline
vandalism. Criminal groups in the Niger Delta engage in illegal oil bunkering, destruction of
pipelines, and attacks on oil facilities. Huge economic losses have been suffered by both the
Nigerian government and multinational oil companies because of these activities.
Environmental pollution caused by oil spills has equally destroyed farmlands and affected the
health conditions of local communities. International criminal networks are often linked to
illegal oil activities, thereby making effective intelligence operations necessary (Ogbeidi,
2012). The illegal oil trade has become highly organized and often involves local and
international criminal networks. This situation requires effective intelligence operations and

coordinated security responses.

Vi. Transnational Organized Crime

Nigeria further faces challenges associated with transnational organized crimes such as drug
trafficking, human trafficking, arms smuggling, and money laundering. Weak border control
systems are often exploited by criminal networks operating across national boundaries. The
spread of illegal arms has contributed significantly to insurgency, violent crimes, and
communal conflicts within the country. According to Nwolise (2006), criminal groups have
continued to operate freely across West African borders because border surveillance and
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intelligence coordination remain weak.

1.6 Contributions of the Defence Intelligence Agency to National Security

The Nigerian Defence Intelligence Agency has continued to play important roles in protecting
national security and supporting military operations in Nigeria. Since its establishment in 1986,
the agency has contributed to intelligence gathering, strategic surveillance, counterterrorism
operations, and national defence planning. In an era where security threats have become more
sophisticated and unpredictable, intelligence agencies such as the DIA remain essential to

effective national security management.

I Intelligence Collection and Strategic Analysis

One of its major responsibilities is intelligence collection and strategic analysis. The agency
gathers information relating to military threats, insurgent activities, organized crimes, and other
security concerns affecting Nigeria’s national interests. Government authorities and military
commanders depend on intelligence reports generated by the agency when making security
decisions. Threats can be detected early through effective intelligence gathering, thereby
allowing security institutions to respond before crises escalate. Herman (2001) argues that
intelligence agencies reduce uncertainty in security decision-making by providing timely and
reliable information. Surveillance operations, reconnaissance missions, and intelligence

analysis are used by the DIA to carry out these responsibilities.

ii. Counterterrorism Operations

Counterterrorism operations against insurgent and extremist groups have also been supported

significantly by the agency. Military offensives against Boko Haram and other armed groups
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have benefited from intelligence gathering and surveillance activities conducted by the DIA.
Terrorist hideouts are identified by the agency, while communication networks are monitored
and suspects tracked. Intellihgence reports generated by the agency have also contributed to

the arrest of suspected terrorists and the disruption of planned attacks.

iii. Operational Support

Operational support for the Nigerian Armed Forces during military operations and
peacekeeping missions represents another important contribution of the agency. Intelligence
relating to terrain conditions, logistics, communication systems, and enemy movements assists
military commanders in planning and executing operations effectively. Strategic defence
planning and threat assessment within the military structure are equally supported by the
agency. Through intelligence analysis, both internal and external threats confronting Nigeria

can be properly understood by the government.

v, Counterintelligence Operations

Counterintelligence operations form another major responsibility of the Defence Intelligence
Agency. Activities aimed at preventing sabotage, espionage, and infiltration by hostile actors
or foreign agents are regularly conducted by the agency. Military secrets, intelligence sources,
and national defence strategies are protected through effective counterintelligence operations.

The agency also investigates suspicious activities capable of undermining national security.

V. Intelligence-Sharing Operations.

The Defence Intelligence Agency collaborates with other Nigerian security institutions such as

the Nigeria Police Force, the Department of State Services, and the National Intelligence
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Agency through intelligence-sharing operations. Coordination of security activities is
improved through inter-agency cooperation, while government institutions become more
capable of responding effectively to security threats. Duplication of efforts among security

agencies is also minimized through intelligence sharing.
Vi. Peacekeeping Operations

Peacekeeping operations across Africa have also received support from the Defence
Intelligence Agency. Intelligence support enables military personnel to understand conflict
situations, monitor security risks, and make informed operational decisions during
peacekeeping missions. The agency has equally contributed to regional efforts aimed at

combating terrorism and organized crime within the West African sub-region.
1.7 Challenges of the Defence Intelligence Agency (DIA) in Nigeria
I. Inadequate Funding

One of the major challenges confronting the Defence Intelligence Agency (DIA) is inadequate
funding. Intelligence activities require substantial financial resources for surveillance
operations, intelligence gathering, recruitment of informants, acquisition of sophisticated
equipment, and personnel training. In Nigeria, budgetary allocations to security agencies are
often insufficient when compared to the magnitude of the country's security challenges.
Limited funding affects the agency's ability to conduct extensive intelligence operations,
deploy advanced technologies, and maintain operational readiness. Consequently, intelligence
officers may be unable to gather timely and accurate information necessary for preventing

security threats.
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ii. Inter-Agency Rivalry and Poor Coordination

Effective national security management requires collaboration among various intelligence and
security agencies. However, institutional rivalry, competition for recognition, and overlapping
mandates often undermine cooperation between the DIA and other security agencies. Poor
information sharing among intelligence organizations may result in duplication of efforts,
intelligence gaps, and delayed responses to security threats. In some instances, agencies may
withhold critical information due to concerns over jurisdictional authority or organizational
prestige. Such challenges weaken the overall intelligence architecture and reduce the

effectiveness of national security operations.

iii. Human Capacity and SKill Deficiencies

Intelligence work requires highly trained personnel with expertise in areas such as intelligence
analysis, cyber security, foreign languages, counterterrorism, strategic studies, and information
technology. The DIA faces challenges in recruiting, training, and retaining skilled intelligence
professionals capable of addressing contemporary security threats. Rapid technological
advancements require continuous professional development and specialized training. However,
limited training opportunities and inadequate capacity-building programs may affect the
agency's operational efficiency. The loss of experienced personnel to other sectors further

compounds this challenge.

iv. Political Interference

Political interference represents another significant challenge to the effectiveness of
intelligence agencies. Intelligence organizations are expected to provide objective, accurate,

and unbiased information to policymakers. However, political pressures may influence
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intelligence assessments, operational priorities, and decision-making processes. In some cases,
intelligence reports may be manipulated or ignored for political reasons. Such interference can
undermine professionalism, compromise operational independence, and reduce public trust in
intelligence institutions. An intelligence agency functions most effectively when it operates

within a framework of professional autonomy and accountability.

V. Corruption

Corruption remains a persistent challenge within many public institutions, including the
security sector. Corrupt practices may undermine intelligence operations through the diversion
of resources, unauthorized disclosure of information, and compromise of investigations.
Officials who engage in corrupt activities may facilitate criminal operations by providing
protection or leaking classified information. Corruption weakens institutional integrity, reduces
operational effectiveness, and erodes public confidence in security agencies. Combating
corruption is therefore essential for strengthening the DIA's ability to fulfill its national security

mandate.

Vi. Intelligence Leakage and Insider Threats

The protection of classified information is essential to successful intelligence operations.
Intelligence leakage occurs when sensitive information is disclosed to unauthorized persons,
thereby compromising operations and endangering national security. Insider threats may arise
from corruption, personal grievances, ideological motivations, or infiltration by hostile actors.
Such breaches can expose intelligence sources, reveal operational plans, and undermine
strategic objectives. Intelligence leakage not only compromises ongoing operations but also
diminishes confidence in the agency's ability to safeguard sensitive information.
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Recommendations

To strengthen national security management, funding for intelligence and security
operations should be increased by the Nigerian government. Intelligence agencies
would be able to acquire modern surveillance technology and strengthen digital

intelligence systems if adequate financial support is provided.

Coordination and operational efficiency can also be improved through better

intelligence sharing among security institutions.

Personnel training and capacity development programmes should equally be
strengthened to improve professionalism and technical competence within intelligence

agencies.

Political interference in intelligence operations should be minimized to ensure

operational independence and professionalism.

Anti-corruption measures within security institutions must also be strengthened through

accountability, transparency, and institutional reforms.

Furthermore, collaboration with international intelligence organizations should be
expanded to improve Nigeria’s intelligence capabilities and strengthen efforts against

transnational security threats.

Conclusion

Intelligence agencies have become increasingly important in national security management

because modern security threats continue to evolve. The Nigerian Defence Intelligence Agency

has contributed significantly to strategic surveillance, intelligence gathering, military planning,
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and counterterrorism operations in Nigeria. Through intelligence support and strategic
coordination, the agency has assisted the government in combating terrorism, insurgency,
organized crime, and other security threats. However, operational efficiency is still affected by
corruption, political interference, inadequate funding, poor technological infrastructure, and
weak inter-agency cooperation. National security management in Nigeria can therefore be
improved through institutional reforms, effective intelligence coordination, personnel training,
and increased investment in modern surveillance technology. Peace, stability, and national
development depend greatly on effective intelligence operations and strong security

institutions.
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